		[image: ]  
	Unit Title: 
Networking Essentials
	Student Name:

	Unit No: 9
Assignment No: 1

	Qualaim:  Diploma for IT Practitioners
	Date Out: W/C 
	Date In: W/C 



This assignment is designed to enable you to satisfy the following unit criteria: 
	P1
	Describe the types of networks available and how they relate to particular network standards and protocols

	P2
	Describe, using examples, why different network standards and protocols are necessary

	P3
	Explain the key components required for client workstations to connect to a network and access network resources

	P4
	Explain the function of interconnection devices

	P5
	Describe typical services provided by networks

	M1 M3
	Compare the benefits and disadvantages of peer-to-peer network and client/server networks
Report on the business risks of insecure networks and how they can be minimised

	
	

	
	


Scenario
Your client has a clothing factory. His office is running a rather old IBM SNA (Token Ring 802.5) system which he realises needs to be upgraded in the near future although the Microsoft Office programs along with a few specialist packages are running perfectly well.  The system is a simple peer to peer with one PC dedicated to file backup and printing with a large capacity shared hard disk and a shared printer.
They buy the office premises next door and are considering running an e-marketing and on-line ordering operation. This office is already fitted with an 802.3 (Ethernet) LAN network of 40 PCs set up as a client/server system. This system does not currently have Internet connection as it was considered unnecessary by the previous owners.
Your first job is to make suggestion as to how to connect the two networks to enable files to be transferred between the two buildings. A server must then be assigned and Internet access arranged with suitable security ensured. There is also a significant amount of network jargon and design choices that you will need to explain.
	Grading Criteria
	Suggested format
	TASK 1 – Assignment 1

	P1 
P2 
P5 

	REPORT
	a) (P1)Describe the types of networks available and how they relate to particular network standards and protocols
Give a general overview of topologies of different types of network.
By using the frame layout of each of the 802.3 Ethernet and 802.5 Ring Network protocol specifications explain the main differences in how the two protocols function.
Joining the 802.3 and 802.5 networks can be done at either layer 2 or layer 3 of the OSI model. The first interface method would involve a PC fitted with both types of network interface card and the other method would use a router. Describe how this could be accomplished in each case.

	
	REPORT and or POWER
POINT

	b) (P2) Describe, using examples, why different network standards and protocols are necessary
Your client is confused by the two networks he now has (802.3, 802.5), explain to him using illustrations if you like the similarities and differences in how the two protocols function and why they (protocols) are necessary. As the need for portability (laptops) has also been mentioned you should include description of the 802.11 protocols. For example you could describe how this protocol helps to avoid communication collisions.  You have also been asked to briefly explain the Application layer protocols (DNS, DHCP, HTTP, FTP, SMTP)

	
	REPORT and or POWER
POINT
[bookmark: _GoBack]
	c) (P5) Describe typical services provided by networks
When configuring the network server you will have access to all the services a network manager needs to run an efficient and secure network. Use screen captures and explanations of the available facilities as well as those you configure.
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	Grading Criteria
	Suggested format
	TASK 2

	P3 
P4 
M1
M3

	REPORT and or POWER
POINT

	a) (P3) Explain the key components required for client workstations to connect to a network and access network resources
(M3) Report on the business risks of insecure networks and how they can be minimised 
There are a number of different network types (LAN, WAN, VAN etc) explain their differences including topologies and argue which is the best alternative for the company. As part of your argument you should provide data on transfer rates for these different network methods.
As the whole organisation needs an Internet connection anyway explain the different methods available and the one you would recommend.  Once you have decided on the required hardware describe how each device functions in this process.

	
	REPORT
	b) (P4) Explain the function of interconnection devices 
c) (M1) Compare the benefits and disadvantages of peer-to-peer network and client/server networks
The finished network will need to be connected to the Internet and there are a number of different ways to do this (Analogue, Digital etc). Investigate these and evaluate the overall speed of access through the various components of end-to-end Internet access from PC to Internet web server. 
As you have been discussing network topologies you should also discuss the benefits and disadvantages of Peer-to Peer and client server networks.
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This assignment is designed to enable you to satisfy the following unit criteria: 
	P6
	Make a networked system secure

	
	

	M2
	Design a networked solution to meet a particular situation with specific requirements

	D1
	Justify the design and choice of components used in a particular networked solution 

	D2
	Evaluate the value of typical services available from a network operating system directory service 



Assignment 2 – Page 1
In order to avoid too many costly technical problems it has now been decided that the Token ring network is to be replaced by an 802.3 version and the whole operation made part of the same domain with a domain controller running a modern network operating system such as Windows 2003 sever and Active Directory.
The overall layout of the final design can be simulated by building a number of 802.3 LANs and assigning different network addresses to each LAN along with IP addresses for each device. This would give two or more peer to peer networks.
The two networks can then be joined and connected to the Internet along with Voice over IP (VoIP) telephones as a future option. 
Make a list of all the components and assorted hardware that you will need in order to build the new network along with prices and a description of the function of each item. 

	Grading Criteria
	Suggested format
	TASK 3– Practical tasks

	P6
D2
	REPORT with screen print evidence
	a) (P6) Make a networked system secure
b) (D2) Evaluate typical services available from a network operating system directory service
Make a list of the services that you will install on the server to allow the company to safely store files, print from a choice of printers, mail, web, arrange users into groups and ensure secure operation of the company network including the installation of a company Intranet home page in the near future.
The only way to implement true security, web server and many other important features into your client/server network is via the installation of a system directory service such as Active Directory.
Write a report to explain how this is installed, what it does and how users can make use of it (file transfer/sharing, hierarchy/account management, authentication management, VoIP etc)
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	M2
D1

	REPORT
	c)  (M2) Design a networked solution to meet a particular situation with specific requirements
The client will need you to persuade him that the network you have designed to specifications is fit for purpose and secure.
Start by analysing the risks inherent in an insecure network and the cost of network failure or infiltration. Your solutions to minimise these risks should take the form of a report to the client.
You should also include an appendix written in more technical terms for the network manager. This appendix could include installation descriptions and screen shots of password requirements, anti-virus, firewalls etc.
In order to avoid costs and to simplify the technical problems it has been decided that the Token ring network is to be replaced by an 802.3 version. 
You need to design the new network comprising all the hardware and software components required. Then you also need to explain the function of each component so your client fully understands (remember you are replacing only the 802.5 token ring network then joining it to the existing Ethernet network). 

	
	REPORT
	a) (D1) Justify the design and choice of components used in a particular networked solution
A key part of the process has been the recommendations you have made to the client as to what the most suitable network components are that they need. You should explain the options available then justify your choices based on your recommendations. 
Components discussed should include connectors and cabling options (Cat5/6, coaxial, UTP, fibre optic etc) also include the interconnection devices (modem, repeater, bridge, router, gateway, switch hub etc) 
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