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This assignment is designed to enable you to satisfy the following unit criteria: 
	P1
	Describe how networks can be attacked.

	D1
	Discuss recent network threats.

	D2
	Compare the security benefits of different cryptography techniques.

	
	


Assignment 1
Scenario 
Posters
The scenario is that you are part of an IT security company acting as consultants to a client company called Posters.  Posters will be a new company with a basic working network and off-the-shelf web site to enable them to start selling, and possibly buying, decorative or collectable wall posters using the Internet as their sole retail medium.  The potential for destroying Poster’s business is possibly great, at this stage!
The posters company
The Posters Company buys/sells posters – new and antique. A similar concept may be viewed at www.filmposters.com although Filmposters may be slightly more specialised.
The physical layout of the company is a single story office building and a brick-built warehouse with a small service road separating the two but some types of wireless communication might be suitable for mobile communication between the two.
Commerce relies on Internet shopping only. Post and packaging takes place in the warehouse.
The office contains the main computer facility which holds databases of customers and suppliers. At present the web site is located on the office server (Windows 2k3) and uses a proprietary sales package sourced from the Internet. Remote location of the server would not be a problem if you so advised.



	Grading Criteria
	Suggested format
	Assignment 1

	P1 
D1
D2 
	REPORT or POWERPOINT
	 (P1) Prepare a report/presentation outlining the types of attack that may be applied to a network and the aims of each type with examples.
(D1) Describe a real breach of security in recent months. Outline the aim of the attack, how it was implemented, what the effect was, how it was discovered and how the system has been protected so that it cannot happen again.

	
	REPORT
	(D2) A breach of security such as access to a customer database along with bank account details can be shrugged off as a minor event only if the data is encrypted with a method whose code can never be broken! Encryption can be used in two major areas.

· In the storage of information in databases
· In the transmission of security details such as when purchasing goods

Compare the different cryptographic techniques involved by giving a brief history of encryption techniques and how ‘cracks’ were discovered. Discuss the benefits or otherwise of modern methods such as those involved in stenography. 
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This assignment is designed to enable you to satisfy the following unit criteria: 
	P2
	Describe how networked systems can be protected.

	P3
	Explain what an organisation can do to minimise security breaches in networked systems.

	P4
	Plan procedures to secure a network.

	P5
	Configure a networked device or specialist software to improve the security of a network.

	M1
	Explain the operation of different intruder detection systems.

	M2
	Suggest how users can be authenticated to gain access to a networked system.

	M3
	Report on the similarities and differences between securing wireless and wired networked systems.

	
	


Assignment 2
Scenario – POSTERS2POST
Posters
The scenario is that you are part of an IT security company acting as consultants to a client company called Posters.  Posters will be a new company with a basic working network and off-the-shelf web site to enable them to start selling, and possibly buying, decorative or collectable wall posters using the Internet as their sole retail medium.  The potential for destroying Poster’s business is possibly great, at this stage!
The posters company
The Posters Company buys/sells posters – new and antique. A similar concept may be viewed at www.filmposters.com although Filmposters may be slightly more specialised.
The physical layout of the company is a single story office building and a brick-built warehouse with a small service road separating the two but some types of wireless communication might be suitable for mobile communication between the two.
Commerce relies on Internet shopping only. Post and packaging takes place in the warehouse.
The office contains the main computer facility which holds databases of customers and suppliers. At present the web site is located on the office server (Windows 2k3) and uses a proprietary sales package sourced from the Internet. Remote location of the server would not be a problem if you so advised.
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	P2
P3
P4
P5
M1
M2
M3
	REPORT
	(P2) Prepare a report for Posters outlining the procedures that need to be implemented in their system to guard against security breaches.

(M1) There are certain procedures that you will implement for Posters so that they may be aware that they are under attack. Explain what these procedures need to be and how they will operate.

	
	POWERPOINT
	(P3) Prepare a PowerPoint presentation to show Posters what they can do to minimise security breaches.

(M2) The two groups of people allowed limited access to company files will be employees and prospective purchasers. The only person with unlimited access will be the Network Manager. Explain the procedures applied to each group to authenticate access to files such as web pages and databases.

	
	REPORT
	(P4) Every company needs two plans to deal with network security. First there is a list of things staff are allowed to do and a list of technical systems that you are going to implement to secure the network. Write a report outlining the points to be considered.

	
	REPORT + PRACTICAL + WITNESS STATEMENT
	(P5) Set up a network consisting of PCs, switches, routers, wireless modem and a network server to replicate that used by Posters and configure as many security implementations as you think fit.

	
	REPORT
	(M3) The ability to access the network from a wireless laptop is useful when walking around a warehouse but gives intruders another means of potential access also. Prepare a report for Posters outlining the procedures that need to be taken and explaining the differences that exist between wired and wireless networks.
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